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Formalization of Programming Languages

Robbert Krebbers, Alberto Momigliano, and Brigitte Pientka

Second readers: Arthur Charguéraud and Andrei Popescu

To understand the subtle and complex interactions of language concepts and avoid
flaws, researchers have developed rigorous programming language definitions and
proofs so that we can formally establish that languages are safe, robust, and trust-
worthy. We discuss results about the mechanization of programming language def-
initions and type systems (Section 18.2), compilers (Section 18.3), and program
logics (Section 18.4).

When reasoning about programming languages in a proof assistant, an overarch-
ing question is how to represent variables, (simultaneous) substitution, contexts, as
well as the restriction of named resources to certain scopes. This is summarized in
Section 18.1, next.

18.1 Variable Binding

What infrastructure does a proof assistant need to mechanize programming language
metatheory? The toolbox must contain

• a way to represent the syntax of the language;
• a way to encode the relevant judgments describing the semantics of the lan-

guage;
• a way to state the necessary theorems and carry out the required proofs.

The proof assistant may use algebraic datatypes to encode the syntax, inductive
predicates and (primitive) recursive functions to encode the semantics, and structural
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or well-founded induction (or even coinduction) to carry out the proofs, typically by
tactics or filling in proof terms. The mechanization of “high-level” programming
languages (think functional ones) is characterized—some would say plagued—by
the question of how to represent bindings and the scope of variables and assump-
tions. This muddles significantly the above picture.

A number of benchmarks and challenge problems have been used to understand,
compare, and push the state of the art on variable binding (e.g., the POPLmark [20]
and POPLmark Reloaded challenges [1]). We provide an overview of the different
approaches and we discuss the difficulties that variable binding brings to the table,
in particular the various encoding techniques that have been deployed and their con-
sequences. To tame a large field of applications, we highlight in particular the efforts
to verify the metatheory of Standard ML [166].

We will exemplify some of the issues using a simply typed lambda calculus:
while the syntax and the equational/reduction semantics of the untyped lambda cal-
culus has already been discussed in details in Section ??, here we concentrate on
a typed version (for convenience with only one base type), as the tiniest model of
a typed functional programming language.1 Accordingly, we will fix a particular
reduction strategy—weak-head reduction—as typical of eager programming lan-
guages.

Types A,B ::= unit | A→ B
Terms M ::= x | 〈〉 | λx. M | M1 M2

The first task is to give an encoding of the syntax in the metalanguage offered
by a given proof assistant. However, choices in the representation of the syntax are
inextricably linked to how we represent judgments such as typing and evaluation and
how we reason about those. We therefore introduce the static and dynamic semantics
of our lambda calculus before discussing the different choices for representing the
syntax of terms: A lambda abstraction is the primary example of a term formed out
of a binder, which cannot be adequately represented by a standard abstract syntax
tree. An issue already mentioned in Section ?? is that terms differing only over
bound names should be the “same” (α-equivalence), as witnessed by the (most of
the times) silent use of “Barendregt’s variable convention” [24][p. 25] in informal
treatment of the lambda calculus. More crucially, functions defined on such terms
should respect this discipline.

Second, as Alan Perlis famously observed in the context of programming lan-
guages, is there such a thing as a free variable? Consider the typing rule for abstrac-
tion: the variable x bound by the lambda in the conclusion now appears seemingly
free in the context and in the body of the abstraction. Miller [163] calls this phe-
nomenon mobility of binders.

Third, are we sure that the terms in the object language correspond one-to-one to
a representation in our proof assistant? Such adequacy [109] would ensure that we

1 Similar remarks apply to other models of programming languages such as the π-calculus, see the
call to action in Carbone et al. [54].
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Typing Rules

` 〈〉 : unit
T-UNIT

x : A ∈ Γ
Γ ` x : A

T-VAR

x 6∈ dom(Γ) Γ, x : A ` M : B

Γ ` λx.M : A→ B
T-ABS

Γ ` M1 : A→ B Γ ` M2 : B

Γ ` M1 ·M2 : B
T-APP

Evaluation Rules

value V

V ⇓ V
E-VAL

M1 ⇓ λx.M M2 ⇓ V2 M{V2/x} ⇓ V

M1 ·M2 ⇓ V
E-APP

Values

value λx.M
V-ABS

value 〈〉
V-UNIT

Fig. 18.1 Statics and dynamic semantics

characterize at least all the terms present in our object language and conversely that
we do not characterize more terms (known as “exotic terms” [79]).

Finally, our operational semantics relies on capture-avoiding substitutions (Defi-
nition ?? in Chapter ??), a notion that is pervasive in the semantics of programming
languages. However, this definition consistently poses a challenge during formal-
ization, particularly when proving properties of its equational theory and when in-
teracting with other judgments.

A dazzling number of answers have emerged since De Bruijn’s seminal pa-
per [76], as witnessed by the solutions to the POPLmark challenge.2 Without any
attempt at completeness, we list and explain the gist of the some representative ap-
proaches to binding signatures in the next subsections. These have been realized in
two ways: (1) in general-purpose proof assistants, often using libraries, frontends or
code generators; (2) in specialized logical frameworks. We will make some remarks
about both as we go along.

18.1.1 Named Terms

This approach gives a first order account of binding signatures as a standard alge-
braic datatype, using a named representation of variables (both bound and free) as
strings or integers:

2 https://www.seas.upenn.edu/˜plclub/poplmark
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datatype tm ::= nUNIT : tm
| nVAR : var→ tm
| nABS : var→ tm→ tm
| nAPP : tm→ tm→ tm

Using strings for variables, a term such as λ f .λx. f x is represented by

nABS “f” (nABS “x” (nAPP (nVAR “f”) (nVAR “x”)))

Named terms have been used successfully in the mechanization of low-level lan-
guages, and more generally in situations where binders play a limited role (for ex-
ample, to formalize function tables and record fields). For languages based on the
lambda calculus, named terms are not well suited for metatheory in general, but they
may be effective in restricted settings. Particularly, when defining the operational se-
mantics of call-by-value languages, one can often restrict to closed terms (whereby
substitutions do not need to be capture-avoiding) and avoid α-equivalence [149, p. 6,
footnote 1]. Named terms additionally have the advantage of being human readable
and mirroring some pen-and-paper proof practices. The first is particularly useful
when reasoning about large concrete programs using program logics embedded in
proof assistants (such as CFML or Iris, Section 18.4). The second can be a didactic
asset for example when formalizing basic results in the metatheory of the lambda
calculus, as in the Coq-based textbook Programming Language Foundations [202].
Named terms can also be chosen when using an environment-based operational se-
mantics, so that substitutions can be avoided altogether [83].

In case one needs to reason about open terms or α-equivalence, a heavy bootstrap
phase is needed for named terms to be effectively applied to programming language
metatheory. Defining capture-avoiding substitution and α-equivalence is notoriously
difficult. As a result, one needs to prove many seemingly trivial lemmas that have
little to do with the mathematics of the problem, and need to be re-established for
each case study. Accounts vary on how this issue is handled: α-equivalence can be
established via explicit quotients [92] or as a derived (inductive) relation induced by
renaming, possibly by means of simultaneous substitutions [71].

18.1.2 Nominal Techniques

Introduced by Gabbay and Pitts originally in the context of FM-sets [96], nomi-
nal techniques have had a significant impact in computer science and mathemat-
ics [205]. They can be viewed as a refinement of the named approach in so far as
the names of bound variables are explicit, while their particular choice is irrelevant.
The key insight is that binding signatures can be accounted for in terms of finite
permutations over an abstract, but first-class datatype of names (or atoms). In fact,
permutations (invertible renaming) have far better algebraic properties than substitu-
tions in so far that they are intrinsically capture-avoiding; permutations can be used
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to define α-equivalence and more in general equivariant predicates—i.e., predicates
that are invariant under name swapping.

Nominal logic (or more generally nominal signatures) can be presented as an
extension of first-order (typed) equational logic [203, 204]. It provides a syntactic
class of names, a swapping operation that permutes two names in a term, and a
freshness relation #, which relates a name to a term where it does not occur free.
The α-equivalence relation is defined in terms of swapping and freshness, and so are
a name-abstraction operation as well as a self-dual new quantifier that varies over
fresh names and is in charge of fresh name generation. The logic includes structural
principles of recursion and induction modulo α-equivalence.

Using a syntax close to Nominal Isabelle [253], we declare a nominal datatype
for the lambda terms of our running example:

nominal datatype tm ::= nmUNIT : tm
| nmVAR : name→ tm
| nmABS : 〈name〉 tm→ tm
| nmAPP : tm→ tm→ tm

The term λ f .λx. f x is encoded as

nmABS 〈 f 〉 (nmABS 〈x〉 (nmAPP (nmVAR f ) (nmVAR x)))

for swappable names f , x, where we explicitly abstract over f and x.
Nominal datatypes, while not being standard free datatypes, may be equipped

with sophisticated recursion principles that observe Barendregt’s variables conven-
tion, allowing one to avoid the clash of bound and free variables during recursive
calls (see [185, 204] and the recent generalization by Popescu in [209]). The corre-
sponding phenomenon in the context of rule induction is studied in [254].

One line of applications of nominal logic was in the design of new programming
languages “modulo α,” either from scratch (FreshML [234]) or as a frontend to
existing languages, e.g., [210].

On the proof assistant side, after an initial attempt by Gabbay of a foundational
implementation of FM-HOL, the breakthrough was the release of the Nominal pack-
age in Isabelle/HOL by Urban [253]. He provided a representation of α-equated syn-
tax based on names and equipped with induction and recursion principle that was
compatible with classical higher-order logic (and the axiom of choice). Leverag-
ing Isabelle’s automation, Nominal Isabelle made possible proofs close to the pen-
and-paper style, while requiring a limited amount of manual infrastructural work.
Therefore the package was rather successful not only in programming language
theory, but also in process calculi [33] and metamathematical applications [195].
Nominal2 [255] added, among other features, a treatment of n-ary and inductively
defined binders, and while not officially distributed, it is maintained in the Archive
of Formal Proofs.3 Binders as first class citizens has been further generalized by
Blanchette et al. [44].

3 https://www.isa-afp.org/entries/Nominal2.html

https://www.isa-afp.org/entries/Nominal2.html


6 Robbert Krebbers et al.

The application of nominal techniques to constructive type theories [64,206,223]
has not made it into practice yet, perhaps as it requires a suitable constructive notion
of nominal sets or the development of new type theories with nominal features.

18.1.3 De Bruijn Indices

A De Bruijn index is a natural number representing the occurrence of a variable in
a term. It refers to the number of abstractions that one needs to traverse to bind said
occurrence. A variable n is bound if it is in the scope of at least n binders, otherwise
it is free.

datatype tm ::= dUNIT : tm
| dVAR : N→ tm
| dABS : tm→ tm
| dAPP : tm→ tm→ tm

The term λ f .λx. f x is encoded as

dABS (dABS (dAPP (dVAR 1) (dVAR 0)))

Terms have a unique representation, thus preempting the α-equivalence issue. On
the other hand, the same variables may have different indices. Defining (capture-
avoiding) substitution requires fiddling with indices, known as shifting; there is also
some technical overhead in handling dangling pointers. That has led to refinements
as “well-scoped” De Bruijn terms [43]: here we index terms with a bound that intu-
itively describes the size of the context in which the term is meaningful. This idea
can be further refined into the intrinsic typing discipline [35], where the context also
carries the relevant type information, so that only type-correct terms are legal. This
approach, possible only in dependently typed logical frameworks and orthogonal to
the choice of syntax encoding, is being widely used both for implementing correct-
by-construction program analyzers [211] and metatheoretical investigations where
certain invariants are statically preserved [1, 246].

De Bruijn terms have been intensively used in the implementation of functional
languages as well as in programming language metatheory [8, 180]—see the refer-
ences concerning the verification of Standard ML in Section 18.2. For relationships
between De Bruijn and named syntax, including a survey of many variations, see
Norrish and Vestergaard [187], Berghofer and Urban [40], and Kamareddine [124].

To try to overcome the complexity of reasoning about capture-avoiding substi-
tutions in this approach, the locally nameless [59] variation has emerged, where
De Bruijn indices still represent bound variables but names represent free variables
when descending into a binder, doing without the need for shifting De Bruijn in-
dices. The locally nameless representation is widely used in the implementation of
proof assistants and programming languages, e.g. [220].
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There is by now significant library support for mechanizing common tasks re-
quired by the handling of De Bruijn terms, in particular the generation and quan-
tification of fresh names, both for programming [266] and for metatheory [57]; see
tools such as Needle & Knot [129], Autosubst [238], and Allais et al.’s Generic
Syntax [7]. Libraries represent a significant improvement to previous work, e.g.,
compared to some early Church–Rosser proofs [180,233], where the authors had to
(re)build the required infrastructure from scratch.

While De Bruijn encodings provide a unique concrete representation of the syn-
tax of terms, the nature of the game does not fundamentally change when it comes to
representing and reason about typing and evaluation rules. Some of the aforemen-
tioned approaches alleviate this task by generating the necessary definitions and
some of the proofs automatically, but the effort required for large development is
still notable [99, 220].

18.1.4 Higher-Order Abstract Syntax

Representations based on higher-order abstract syntax (HOAS) [164, 196] rely on
the notion of binders already present in the proof assistant (the metalanguage) to
model binders in our object language—namely, in our example, the binding of the
variable x in the lambda-term λx.M. We begin by declaring a type tm together with
constants that form elements of type tm.

tm : type.
unit : tm
lam : (tm→ tm)→ tm
app : tm→ tm→ tm

HOAS exploits the presence of function spaces in the metalanguage: hence our
sample term λ f .λx. f x is encoded as lam (h f . lam (hx.app f x)), where we write h
for functions from the metalanguage. Compared to previous representations, there is
no variable case in HOAS. Piggybacking on the function space of the metalanguage
means that we get α-renaming and object-level substitution as β-conversion for free,
since we simply reuse the equational theory of the metalanguage.

HOAS encodings are not restricted to merely account for the syntax of terms.
We can use its fundamental ideas to also represent formal systems such as typing
derivations and evaluation. For example, the typing rule T-ABS can be read as fol-
lows:

If for all variables x of type A we can show that M has type B, then we
can establish that λx.M has type A→ B.

To represent such an inference rule, we can again leverage the power of the func-
tion space of a metalanguage. We encode the typing relation M : A using the relation
hastype M A where M is the encoding of the object-level term M and A is the en-
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coding of the object-level type A. We can define a constant t−abs that encodes the
typing rule T-ABS as a meta-level function as follows:4

t−abs : (Π x:tm.hastype x A→ hastype (M x) B)

→ hastype (lam M) (arr A B).

Here we assume a constant arr which encodes the object-level function type. We
use Π to quantify over all variables x and enforce that x is new. Renaming of all the
inputs to lam M is then modeled by meta-level application, i.e., M x. The informal
reading of the meta-level type is the same as the informal reading of the typing
rule T-ABS given earlier. Using this HOAS encoding for inference rules, we now
inherit weakening, contraction, and substitution lemmas also on the level of typing
derivations, thereby avoiding the need to prove such lemmas individually. This often
leads to very compact representations and reasoning.

What metalanguages can we use to exploit HOAS encodings? Typically, we use
a pure typed lambda calculus consisting only of constants, variables, functions, and
function application to encode the syntax; lam and app are then user-defined con-
stants. Choosing a weak metalanguage that does not include recursion and case
analysis ensures that HOAS representations are adequate.

Unfortunately, this also means that HOAS definitions for terms and for inference
rules about them are not inductive and cannot be directly represented as an inductive
type in a general-purpose proof assistant. Indeed, we are defining tm by referring
to itself in the argument to lam. Similarly, in the encoding of the typing rule for
T-ABS, we assume that x has type A and use it to define the typing relation of the
body (i.e., M : B).

How can we apply induction and recursion to HOAS encodings? The crux is that
if we recursively traverse a representation such as lam (h f . lam (hx.app f x)), we
will need to make a recursive call on the (open) subterm lam (hx. app f x), where
f is now apparently free.

One initial solution was to have HOAS and induction coexist at the same level,
either “squeezing” it in a standard proof assistant [79, 89, 114], and accepting a cer-
tain amount of compromises in the process, or by separating the HOAS intensional
function space from the (primitive) recursive one via modalities, as in [225].

This separation between the level of object language specification and of reason-
ing has been embraced over the past two decades and have led to the implementation
of domain-specific logical frameworks. In type-theoretic logical frameworks such
as Twelf [197] and Beluga [198, 200], we characterize the abovementioned term
lam (hx. app f x) in a context (or world) where we have f : tm. While in Twelf
the context remains ambient [224], it is explicit in Beluga. This enables the sup-
port of primitive recursion over (open) HOAS objects [199]. In [201] this is further
generalized to a two-level type theory where on top of LF sits a Martin Löf type
theory.

4 We use LF syntax here where the type of the free variables M, A, and B will be reconstructed
and those variables are quantified at the outside.
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The reasoning logic does not need to be a type theory, but it can be formulated
as a fixed-point logic [247], extended with a new quantifier (∇) to perform case
analysis and induction over “mobile” variables such as f [97]. This is the foundation
of the Abella proof-assistant [22].

HOAS encodings in domain-specific frameworks have been used in a vari-
ety of case studies, most prominently for the mechanization of Standard ML in
Twelf [139]. On the other hand, there are areas where this approach may seem to
fare less well, namely where we need to manipulate variable names concretely. In
fact, the verification of program transformations such as closure conversion and
hosting is in range of of HOAS [31, 262]. Other areas, such as mechanization of
type inference, specifically the algorithm W, remain challenging.

These four categories of encoding techniques by no means exhaust research on
binding signatures; other approaches exist, e.g., [63, 101, 177]. We also mention
in passing systems that belong to the category of “language workbenches”, that is
environments for simplifying the creation and use of computer languages, see the
overview by Erdweg et al. [87]. Among them we single out Ott [231] and the K
framework [221].

18.2 Mechanization of Programming Language Definitions

We give an overview of the achievements in the mechanization of a variety of dif-
ferent programming language definitions. We focus on ML (Section 18.2.1), depen-
dently typed proof assistants (Section 18.2.2), Java-like languages (Section 18.2.3),
query languages (Section 18.2.4), low-level languages such as C, C++, and LLVM
(Section 18.2.5), and safe low-level languages such as Rust and WebAssembly (Sec-
tion 18.2.6).

18.2.1 The Verification of Standard ML

We focus here on the verification of type soundness of Standard ML, to highlight
both the challenges and the achievements. For a history of the language and how the
language definition came about, see MacQueen et al. [152].

Prehistory of Standard ML Verification

The definition of Standard ML [166] can be separated into two parts: the Core and
the Module language, each with its own static and dynamic semantics. In the early
1990s, two ambitious project were undertaken to formalize Core ML [243,259] and
part of the Module system [153]. The proof assistants used at that time (HOL88
and HOL90) were quite primitive; hence most of the efforts were devoted to en-
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hance their functionalities (support for mutual recursion) and libraries (finite maps).
While the effort by VanInwegen [259] was frankly heroic, it did not yield the desired
outcome, and she had to settle and prove determinism of evaluation, not only due
to technological issues or some imprecisions in the definition itself, but because a
naive named encoding of binders made proving properties of substitution so lengthy
that time just ran out (ibidem, page 6).

Onward to Full Verification

A major milestone was the verification of type soundness of Standard ML, both
Core ML and the Module system, completed in Twelf [139] using HOAS encodings
to model bindings on both the term and the type level. The critical insight was
to elaborate Standard ML into an internal language, based on the Harper–Stone
interpretation [110], separating issues of scope resolution and type inference, and
to state and prove soundness for the latter. The internal language includes various
advanced features such as translucent modules, abstraction, polymorphism, higher
kinds, references, exceptions, recursive types, and recursive functions. The success
of this effort can be attributed both to the unique capabilities of HOAS and to the
features of the internal language, which was designed with verification in mind.
Along similar lines, Rossberg et al. [220] give an elaboration of a generalization
of Standard ML’s Module system into Fω and prove its soundness in Coq with the
logically nameless representation.

The verification of OCamllight by Owens [194] showcases the progress of main-
stream proving technology. The goal and the techniques are not different from Van-
Inwegen’s: proving type soundness in HOL4 for OCaml minus modules and objects,
still a nontrivial fact given the more than 300 rules describing the static and dynamic
semantics. However, what made the difference was better automation of inductive
definitions and of first-order theorem provers, as well as careful encoding techniques
that relegated α-renaming to the typing rules (and the related proofs). Another factor
is that, since there is no formal definition of OCaml, OCamllight is a rational recon-
struction of the operational semantics of OCaml, again designed with verification in
mind.

CakeML [135] introduces an approach that is different from post hoc verification,
see the discussion in Section 18.3.

Type Inference, Verified

While verification of type soundness of Standard ML concentrates on the core lan-
guage and the module system, a related effort aimed to verify Hindley–Milner style
polymorphic type inference. Let-polymorphism is an interesting testbed for mecha-
nization, since it involves formalizing type schemas and type generalization, which
are awkward to encode without multiple binders. The handling of free variables
in the W algorithm for type inference is also delicate. Early very labor-intensive
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work used De Bruijn terms in Isabelle/HOL and named terms in Coq [84, 174].
The latter was redone with Nominal Isabelle [256] more elegantly. In the 2010s,
more challenging problems have been tackled: for example, Garrigue [99] extended
with considerable efforts soundness and completeness of type inference to structural
polymorphism and recursive types, building on Aydemir et al.’s techniques [21].

18.2.2 Mechanization of Dependently Typed Proof Assistants

One long-standing open question is how to verify the metatheory of dependently
typed proof assistants such as Coq, Nuprl, or Agda. The interest in this question is
twofold: it represents a realistic example of formal mathematics, and it increases the
trust in proof assistants themselves with the ultimate goal of achieving a formalized
implementation of the core type checker for a full-scale implementation of type
theory.

One of the first mechanization of pure type systems was developed by Pollack
and collaborators [159, 208, 258] in the proof assistant Lego. A similar research
program to ensure that Coq is consistent was led by Barras and Werner [27]. Barras
also [26] formalized set-theoretic models of various type theories of the calculus
of constructions family. More recently, Anand and Rahli [14] gave a formalization
of Nurpl’s type theory in Coq. Danielsson [73] and Chapman [56] have formalized
normalizers for dependent types in Agda. Similarly, Altenkirch and Kaposi [9], Abel
et al. [2], and Sozeau et al. [237] have pushed the program of formalizing type theory
in type theory further, in particular with the goal of building a verified kernel of Coq.

18.2.3 Mechanization of Java-Like Languages

Since the first descriptions of Java became available growing concerns about the se-
curity of Java’s code led to a long line of efforts to formalize Java’s type system and
operational semantics: from first posing the problem by Drossopoulou and Eisen-
bach [82] to a first answer by Nipkow and von Oheim [183] and to a definitive ac-
complishment by Klein and Nipkow [130]. This effort to further understand the type
soundness of some of the features of Scala-like languages actively continues, in the
form of implementations of the DOT calculus — see for example [12,102,216,217].

Bodin et al. [46] mechanized the semantics of JavaScript based on the official
ECMA standard in Coq using pretty-big-step semantics [60]. They also provide
a reference interpreter, which is proved correct w.r.t. the semantics, extracted to
OCaml and exercised on the ECMA conformance test suite.
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18.2.4 Mechanization of Query Languages

Proof assistants have been used to formalize the semantics and implementation of
query languages such as SQL. The core of these languages is based on the the-
ory of relational algebras, which has been formalized by Rajagopalan and Tsang
in NuPrl [213], Gonzalia in Agda [104], and Oury and Swierstra in Agda [193].
Malecha et al. [154] verified an implementation of databases based on B+trees and
some query optimizations in Coq. More complete query languages and more opti-
mizations have been considered by Benzaken et al. [37] and Chu et al. [69], both in
Coq.

The most complete work today is by Benzaken et al. [38], who verified an opti-
mizing compiler, called DBCert, from a significant subset of SQL to JavaScript in
Coq. Their work is based on the semantics of SQL by Benzaken et al. [36], which
supports difficult aspects of SQL such as nested queries and NULL values, and on
the optimizing compiler for nested relational algebras by Auerbach et al. [19].

18.2.5 Mechanization of Low-Level Languages

Low-level languages such as C, C++, and LLVM pose various challenges for mech-
anization. A first one is their pointer and memory representation, collectively called
the memory object model. Low-level languages expose the bit-wise representation of
data structures and pointers, but compilers perform high-level optimizations based
on types and alias analysis. Another challenge is the languages’ relaxed concurrency
memory model. Low-level languages do not use a sequentially consistent model
where memory accesses are simply interleaved, but allow memory accesses to ap-
pear out of order as a consequence of hardware and compiler optimizations. These
challenges do not just concern mechanization in a proof assistant, but also the infor-
mal semantics in the official language standards [29, 160, 257].

The first attempt to mechanize the semantics of a subset of C in a proof assis-
tant is by Cook and Subramanian in 1993 [70]. They defined it in terms of Lisp
function in Nqthm. In 1998, Norrish mechanized a semantics of a larger subset of
C in HOL as described in his PhD thesis [184]. A key aspect of Norrish’s work is
the semantics for expressions with side effects, which is underspecified according
to the ISO C standard. In 2006, Leroy and collaborators defined a semantics of C
in Coq [145, 146], which is used as the basis of the verified CompCert compiler
(Section 18.3). A key ingredient of CompCert is the memory object model [148],
which is shared between the C source language, the assembly target language, and
all intermediate languages. In 2015, Krebbers defined a semantics for C in Coq as
described in his PhD thesis [131]. He defined a small-step operational semantics,
ab executable semantics (computable Coq function), a type system, and a program
logic for C inspired by separation logic; further, he proved metatheoretical proper-
ties to formally relate these artifacts.
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There has been significant work on the mechanization of the semantics of other
low-level programming languages. For example, Norrish [186] and Ramananandro
et al. [214] mechanized parts of the semantics of C++ in HOL and Coq, respectively.
Zhao et al. [271], Lee et al. [140], and Zakowski et al. [270] mechanized parts of
LLVM in Coq.

The aforementioned works typically focused on formalizing increasingly large
subsets of the language, but have either considered a too concrete (e.g., Norrish’s)
or too abstract (e.g., CompCert’s and Krebbers’s) memory object model, prohibiting
common compiler optimizations or programming patterns, respectively. To this end,
there have been various mechanizations of hybrid memory models that take a middle
ground [42,126,143]. Similarly, most of these works omitted concurrency, but there
has been a plethora of research in proof assistants that focuses just on the relaxed
concurrency aspects [29, 30, 125, 141, 229, 230, 257, . . . ].

18.2.6 Mechanization of Safe Low-Level Languages

Low-level languages such as C, C++, and LLVM have a very weak type system
that provides little to no guarantees. Formally speaking, they do not enjoy a type
soundness property that says that “well-typed programs cannot go wrong” [165]
(i.e., cannot have undefined behavior). There has been a considerable amount of
research into the design and theory of strongly typed safe low-level programming
languages, see for example [170].

Rust is the first industry-supported language that uses the notion of ownership
to control sharing of pointers and thereby guarantees memory safety and data-race
freedom. The RustBelt project by Jung et al. [119] developed the first soundness
proof for Rust, using the Iris separation logic framework [120,122] in Coq. Contrary
to the traditional approach of proving type soundness using the method of progress
and preservation, RustBelt uses a semantic approach based on step-indexed logi-
cal relations [5]. This approach combines the soundness proof for the “safe” part of
Rust with manually crafted proofs for “unsafe” libraries for locks, reference counted
pointers, etc. Other languages with a notion of ownership are Mezzo [23] and Co-
gent [188]. Their metatheory has been mechanized in Coq and Isabelle, respectively.

WebAssembly is a typed low-level language that is implemented in all major web
browsers. Watt [264] mechanized the official WebAssembly specification in Isabelle
and proved type soundness using progress and preservation.

18.3 Mechanized Compiler Verification

Compiler verification is an active research topic due to its academically challenges
and its practical relevance. It is challenging because (optimizing) compilers are so-
phisticated programs whose verification requires a combination of research con-
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cerning semantics, algorithms, and proof assistants. It is practically relevant because
compilers play an important role in the software pipeline. A compiler bug could turn
a correct source program into an erroneous target program.

While mistakes in a compiler are less common than in source programs, re-
search on compiler testing by Eide and Regehr [85] and Yang et al. [268] shows
that all major (unverified) C compilers suffer from bugs that may silently miscom-
pile programs. Miscompilation is especially worrisome for safety-critical programs
that have been verified using formal methods (e.g., a proof assistant, model checker,
or static analysis tool). Contrary to testing techniques that execute the target/com-
piled program, most formal methods operate at the level of the source program, so
compiler bugs could invalidate all the work that went into the formal verification
effort.

The idea of formally proving the correctness of a compiler goes back to at least
McCarthy and Painter in 1967 [156]. They defined a semantics for a source language
(arithmetic expressions) and target language (a stack machine) and proved that the
result of running any source and target program is the same. While McCarthy and
Painter carried out their proofs on paper, they set the goal to develop a formalism so
that a machine could check the correctness of the compiler correctness result. This
was first accomplished in 1972 by Milner and Weyhrauch [167] in the LCF proof
assistant.

After this seminal work, compiler verification became an active area of research,
typically focused on individual compilation passes, analyses, or toy languages; see
the bibliography by Dave [75] for an overview. Moore [169] was arguably the first to
verify a full compiler. His compiler used a high-level assembly-like source language
called Piton and was verified using Nqthm. The first realistic verified compiler for
a general-purpose programming language was developed by Leroy in 2006 in the
CompCert project [145, 146]. CompCert is an optimizing multi-pass compiler for
the C language whose correctness has been verified using Coq. The initial version
of CompCert generated PowerPC assembly; current versions also support ARM,
RISC-V, and x86 architectures.

One of the key insights of the CompCert breakthrough is to use Coq not just to
specify and verify the compiler, but also as a purely functional programming lan-
guage to implement the compiler. Coq’s extraction mechanism [150] is used to turn
the Coq definitions into executable OCaml code. Another key insight of CompCert,
compared to traditional unverified compilers, is to use a relatively high number of
intermediate languages (current versions have 20 passes and 8 intermediate lan-
guages), all with their own semantics. Many of these languages are similar, but they
are designed so that they formalize the properties that compiler passes guarantee.
To keep the development manageable in light of the high number of intermedi-
ate languages, CompCert factorizes out common parts, such as the memory object
model [148].

Next, we take a closer look at how to formally state compiler correctness and
conclude with an overview of current research on mechanized compiler verification.
But first, let us show that compiler verification provides tangible benefits using a
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quote from by Yang et al. [268] about the results of their Csmith tool for compiler
fuzzing:

The striking thing about our CompCert results is that the middle-end bugs we found in
all other compilers are absent. As of early 2011, the under-development version of Comp-
Cert is the only compiler we have tested for which Csmith cannot find wrong-code errors.
This is not for lack of trying: we have devoted about six CPU-years to the task. The apparent
unbreakability of CompCert supports a strong argument that developing compiler optimiza-
tions within a proof framework, where safety checks are explicit and machine-checked, has
tangible benefits for compiler users.

Formalizing Compiler Correctness

For simple deterministic languages, one can say that a compiler is correct if for any
source program the outcome of the resulting target program is the same as that of
the source program. For more complicated languages, one has to take into account
nondeterminism, nontermination, input/output, and undefined behavior, so a more
refined notion of compiler correctness is needed. To see why, let us consider a simple
C function:

int g() {
return f1() + f2();

}

The evaluation order of operator and function arguments is nondeterministic ac-
cording to the ISO C standard [115], so a compiler is free to decide to evaluate f1
before f2, or vice versa. If f1 and f2 have side effects, this means that the outcome
of the target function can be different depending on which evaluation order is se-
lected by the compiler. Hence the compiler correctness statement should encompass
both of these evaluation orders. Let us consider another C function:

int h(int *p, int x) {
int z = *p;
return f(x);

}

If the pointer p has been deallocated, then this function always goes wrong be-
cause accessing an invalid pointer has undefined behavior according to the ISO C
standard. However, a compiler should not be expected to turn this function into a
target function that also goes wrong. The variable z is unused, so dead code elim-
ination may remove the variable declaration and pointer access *p, leading to a
function that does not necessarily go wrong, but could do anything. CompCert uses
the notion of a “safe backward simulation” [147, Definition 3] to account for non-
determinism and unsafe source programs—given a source program src and a target
program produced by the compiler tgt, they should satisfy:

If safe(src), then behaviors(tgt)⊆ behaviors(src) (18.1)
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Here, behaviors assigns a set of behaviors (say, termination with a certain return
value, nontermination, undefined behavior / going wrong) to a target and source pro-
gram, respectively. To allow the compiler to select a choice, as required by nondeter-
minism, the behaviors of the target should be a subset of those of the source, instead
of both being the same. To make sure that wrong source programs do not need to go
wrong in the target, the statement only holds for safe source programs (i.e., those
that cannot go wrong). Compare this to formalizing the correctness statement for a
higher-level language such as Java or ML, where safety is guaranteed by the type
system, and one requires well-typedness instead of safety as a premise.

There are various directions in which the compiler correctness statement can be
strengthened. First, the correctness statement (18.1) only accounts for the preser-
vation of functional properties. Researchers have investigated verified compilers
that additionally preserve nonfunctional properties such as I/O traces (as done in
CompCert and CakeML), complexity [10] in the Cerco compiler, formalized in the
Matita proof assistant, as well as memory consumption [42], stack bounds [263],
and constant-time preservation [28], all three in CompCert. The CakeML compiler
in HOL4 (discussed below) has also been proved space preserving [103]. Another
nonfunctional property is secure compilation, which is discussed in Section ??.

Second, the correctness statement (18.1) only accounts for programs that have
been compiled as a whole by the same compiler. This is too weak of a statement be-
cause in practice programs are compiled on a per module/library basis, and finally
linked together. This process is called separate compilation. Separate compilation
improves the compilation speed, and ensures the compilation of modules/libraries
written in different languages [4]. Correctness proofs for separate compilation are
notoriously subtle, so many results have been mechanized in a proof assistant. Ben-
ton and Hur [34] and Neis et al. [176] developed techniques based on logical re-
lations and simulations, respectively, for simple compilers, and mechanized their
results in Coq. In the context of realistic languages, there are extensions of Comp-
Cert with support for separate compilation, notably by Ramananandro et al. [215],
Stewart et al. [239] (Compositional CompCert), Kang et al. [127] (SepComp), and
Song et al. [236] (CompCertM). Wang et al. [260] formalized in Coq an approach
for separate compilation based on Hoare logic for a compiler from a C-like language
called Cito.

Further Research on Mechanized Compiler Verification

In addition to the research on compiler verification that we discussed already, there
are many more directions and projects. We discuss some of these.

• Since its inception in 2006, CompCert has been the subject of many extensions
and it is available as a commercial product as of 2015 [3]. Examples of exten-
sions are support for compilation of floating point arithmetic [47] and a veri-
fied parser [118]. Kästner et al. [136] report on the qualification of CompCert
for IEC (International Electrotechnical Commission) standards for commercial
use in safety-critical applications. CompCert has been extended with frontends
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for different source languages. Dargane et al. developed a frontend for Mini-
ML [74], the CertiCoq project [13] provides a frontend for Coq, and the Vélus
compiler provides a frontend for the block diagram language Lustre [48].

• CakeML [135, 244, 245] is another major verified optimizing compiler, imple-
mented and verified using HOL4. CakeML’s source language is a significant
subset of Standard ML, and its target languages are ARM, x86-54, MPIS-64,
RISC-V, and Silver ISA. An interesting feature of CakeML is that it is boot-
strapping and includes a verified type checker.

• An important aspect of the verification of a compiler for a high-level language
(such as Java, ML, or Coq) is the formal verification of a garbage collector.
Examples of such verification efforts are GCMinor for CompCert in Coq [158],
a generational garbage collector for CakeML in HOL [88], and a generational
garbage collector for CertiCoq in Coq [261].

• Other examples of verified compilers are the nonoptimizing bytecode compilers
from Java to JVM by Strecker [240] and the already mentioned work by Nip-
kow and Klein [130] in Isabelle, verification of compilation passes for LLVM
by Zhao et al. [272] and Kang et al. [128] in Coq, and the Cogent compiler
by Amani et al. for a domain-specific language for file system implementa-
tions [11] in Isabelle. (See Section ?? for more discussion on Cogent.)

• Most of the verified compilers discussed so far target sequential languages.
Lochbihler has verified a version of Java Threads [151] in Isabelle, and Sevcı́k
et al. provide an extension of CompCert called CompCertTSO [230].

• One can also avoid the verification of a compiler pass or of a whole compiler
by employing translation validation [175, 207]. Already from the beginning
CompCert employed translation validation for the register allocation pass, and
later extensions applied the technique to other passes [248–250]. Translation
validation has been applied to the LLVM compiler [128], and has been used
successfully in the seL4 project [232] with help of SMT (satisfiability modulo
theories) solvers.

• There has also been work on synthesis of programs from definitions in proof
assistants. Notable examples are the synthesis of ML programs from programs
written in the higher-order logic of HOL by Myreen and Owens [173], and the
Fiat [77] and Fiat-Crypto [86] frameworks for synthesis in Coq. (See Section ??
for more information about Fiat-Crypto.)

• A related endeavor is the verification of abstract interpreters and static an-
alyzers. Noteworthy examples are the verification of static analyses used in
CompCert [219], the verification of analyses of Java bytecode, for which Leroy
provides an overview [144], and the verification of dataflow analyses in Coq
by Cachera et al. [52]. A major project in this area is the Verasco static ana-
lyzer [117] built on top of the CompCert project.

• To obtain more compact proofs of verified compilers, Chlipala [65, 66] investi-
gated the use of dependent types and proof automation in Coq. He applied his
techniques to simply typed pure and impure functional languages.
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18.4 Mechanized Program Logics

To prove properties of programs in a proof assistant, one could directly use the op-
erational semantics of the programming language. While this approach works well
for many metatheoretical properties, it immediately becomes unmanageable for the
verification of concrete programs in languages that combine challenging concepts
such as pointers, concurrency, higher-order functions, and unstructured control. It
has therefore been a longtime challenge to develop program logics that provide rea-
soning principles at the right level of abstraction and tailored to the programming
language of study.

As we will see in a moment, proofs assistants such as Coq, Isabelle, PVS, and
HOL have been used to formalize the metatheory of program logics, including im-
portant results such as soundness of the program logic. Proof assistants have also
been used to apply program logics to the verification of complex programs. When
both of these parts are carried out together, this foundational approach gives a very
strong result. By composing the proof of the program together with the soundness
result of the program logic, the definition of the program logic is no longer part of
the trusted definitions. One can go even further by connecting the program logic to
a verified compiler such as CompCert, so that only the specified program property
and the semantics of the target language (typically, assembly) needs to be trusted.

There exist many standalone tools that implement a program logic in one way
or another, such as Boogie [25], Dafny [142], KeY [6], Viper [172], Vercors [45],
Verifast [116], and Why3 [90]. Compared to program logics embedded in a proof as-
sistant, the required level of trust is much higher for these tools. Indeed, one needs to
trust the metatheory of the (often bespoke) program logic that these tools implement,
as well as external SMT solvers used to discharge verification conditions. Some
standalone tools have been combined with proof assistants. In particular, Why3 [90]
allows verification conditions to be discharged using a combination of automatic
theorem provers (such as Alt-Ergo, CVC4, Vampire, and Z3) and proof assistants
(such as Coq, PVS, and Isabelle/HOL).

Hoare Logic

Program logics go back to the seminal work by Floyd [91] and Hoare [113] in the
1960s—they developed what is nowadays called Floyd–Hoare logic or just Hoare
logic. The core ingredient of Hoare logic is the Hoare triple {P}e{Q}, which says
that if the assertion P is true prior to the execution of program e, then the assertion
Q is true after the execution of e. There are many variations on the exact formula-
tion and semantics of Hoare triples, whether to consider total or partial correctness
(i.e., with or without ensuring termination), how to deal with run-time errors, non-
determinism, undefined behavior, etc. The most important part is that the assertions
P and Q are meant to specify the state of the program, and that Hoare triples can
be derived using a set of structural proof rules that abstract from the programming
language operational semantics.
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Early mechanized results about soundness of Hoare logic go back to Sokolow-
ski [235] in LCF and Gordon [105] in HOL. Nipkow [179] mechanized relative
completeness in Isabelle/HOL. Subsequently, researchers mechanized versions of
Hoare logic with features such as nondeterminism and recursive functions [181],
and concurrency using the Owicki–Gries [182] and Rely-Guarantee [178] method.
Variants of Hoare logic are also used in work on security, see Section ?? for discus-
sion and examples.

Separation Logic

An open question since the inception of Hoare logic was how to reason about point-
ers and data structures on the heap, especially in the context of linked data struc-
tures and concurrency. In 2001, O’Hearn, Reynolds, and Yang invented separation
logic [192, 218], an extension of Hoare logic to answer this question. O’Hearn and
Brookes extended separation logic to support concurrency in 2004 [50, 189]. (Con-
current) separation logic has had tremendous success with many extensions and
applications in theory, tools, and real-world program verification. In this section we
focus on its use in proof assistants, while historical surveys can be found in [49,190].

Separation logic is based on the key idea that the points-to assertion l 7→ v does
not just state that location l contains value v, but it also provides unique ownership
of that location. This is crucial to enable local reasoning—it makes sure that an
assignment via one pointer does not change the values at other locations. As a result,
specifications only need to talk about the part of the heap on which the program
operates, and nothing else. Unique ownership is also crucial for reasoning about
concurrency—it ensures that one thread cannot touch other data (unless this data is
explicitly shared via some invariant).

Separation logic is a substructural logic, concretely an instance of BI (Bunched
Implication) [191]. Its key connective is the separating conjunction P ∗Q, which
says that the heap can be subdivided into two disjoint parts, one described by P
and another described by Q. The quintessential rule for local reasoning is the frame
rule. This rule says that given a Hoare triple {P}e{Q}, one can derive a version
{P ∗R}e{Q ∗R}, in which the heaps and the precondition and postcondition are
extended with a heap described by R. The frame rules makes it possible to write
specifications that only describe the parts P and Q of the heap that are relevant to
the program e.

Early mechanizations of separation logic in a proof assistant go back to Weber in
Isabelle [265], Marti et al. [155] and Appel in Coq [15], and Preoteasa in PVS [212].
In this early work, as well as in the vast majority of recent work (some of that will be
discussed below), separation logic is represented using a shallow embedding [267].
Let us exemplify that with the simplest form of separation logic: classical separa-
tion logic with heaps as resources. Assertions are represented as heap predicates,
entailment P ` Q is defined as ∀h. Ph→ Qh, and the separation logic connectives
are defined as combinators on heap predicates. Below we give the definitions of the
most important connectives:
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emp := λh. h = /0
P∗Q := λh. ∃h1,h2. dom(h1)∩dom(h2) = /0 ∧ h = h1∪h2 ∧ Ph1 ∧ Qh2

l 7→ v := λh. dom(h) = {l} ∧ h(l) = v

dφe := λh. φ

∃x : A. P x := λh. ∃x : A. P xh

An important feature of a shallow embedding of separation logic is that when using
a proof assistant based on higher-order logic (such as HOL or Coq) as the meta-
logic, one can reuse a number of features of the metalogic in the object logic. First,
using the d ·e connective, one can embed any proposition φ of the proof assistant
metalogic into the object logic. Second, the type A in the quantifier ∃x : A. P x is
a type in the metalogic. The previous two points imply that one immediately gets
support for the theory of conventional data types such as numbers, lists, sets, maps,
and functions. The second point also implies that one gets higher-order impredica-
tive quantification for free since proof assistants based on higher-order logic allow
quantification over any type, including the type of separation logic propositions it-
self. Higher-order quantification is particularly important to embed Hoare triples in
assertions, and it is useful to reason about higher-order programs. Third, lambda
abstractions of the proof assistant can be used to define the binding in the quantifier
∃x : A. P x, which means that no (first-order) representation of binding needs to be
mechanized.

Proofs in Separation Logic

An important challenge is how to use a proof assistant to construct and verify proofs
of entailments and Hoare triples in separation logic. The naive approach is to unfold
the definitions of the separation logic connectives and to reason about the underly-
ing representation (i.e., heap predicates in the simple model of classical separation
logic described above). As already noticed in early papers on separation logic in
proof assistants, e.g., by Appel [15], this is unfeasible, because one has to reason
about heap disjointness for each occurrence of the separation conjunction. The situ-
ation worsens when considering richer variants of separation logic, e.g., those with
modalities for recursion [80, 81]. A more pleasant and scalable approach is to use
the proof rules of separation logic which hide heap disjointness. For example:

P∗Q ` Q∗P
P1 ` Q1 P2 ` Q2

P1 ∗P2 ` Q1 ∗Q2
P∗ (∃x. Q) ` (∃x. P∗Q)

∀x. (P ` Q)

(∃x. P) ` Q

To effectively use these rules, all existing state-of-the-art separation logic frame-
works in proof assistant come with tactics to provide appropriate infrastructure for
interactive or automated proofs.

Work on tactics for interactive proofs goes back to Appel [15], who developed
tactics in Coq to help out with basic bookkeeping in interactive separation-logic
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proofs. This line of work was later continued and extended by McCreight [157] and
Bengtson et al. [32]. The latest development in this line of work is the Iris Proof
Mode (IPM) by Krebbers et al. [132, 133], which extends Coq with spatial and
nonspatial contexts for separation logic and provides a rich set of tactics for making
separation logic proofs look and feel like ordinary Coq proofs. IPM support many
features of modern concurrent separation logics such as modalities [80,81], higher-
order quantification, impredicative invariants [241], and a variety of specifications
including logical refinement [252]. IPM is implemented using a combination of
programming in Ltac (a scripting language for Coq proofs), logic programming
with type classes, and computational reflection; methods discussed in Sections ??,
??, and ??, respectively.

Research on automatic proofs for separation logic in proof assistants goes back
to Tuerk [251] and Appel [16], who developed versions of the automatic Smallfoot
assert checker [39] in HOL (called HOLFoot) and Coq (called Verismall), respec-
tively. These automatic checkers provide stronger automation than their interactive
counterparts, but their logical expressivity is limited. Verismall is restricted to shape
properties and only supports lists and trees. While HOLFoot goes beyond shape
properties, assistance through interactive proof is needed for functional correctness
proofs of more complicated programs.

To address the trade-off between automation and logical expressivity, one can let
the user provide hints to guide the proof search. In the context of separation-logic
based verification, this approach has been used successfully in Bedrock by Chli-
pala [67], RefinedC by Sammler et al. [222], and Diaframe by Mulder et al. [171].
These tools aim to automatically take care of the memory-related (i.e., separation-
logic) parts of proofs, but require the user to provide custom theories and prove
properties about mathematical objects (such as numbers, lists, and sets) when their
domain-specific automation cannot handle them automatically.

We conclude this chapter by giving some examples of state-of-the-art separation
logic frameworks in proof assistants, in alphabetical order.

• Bedrock [67] is a framework for verification of low-level programs in Coq.
The basis of Bedrock is an assembly language, on top of which custom DSLs
are implemented using macros. Program specifications are written in a form
of higher-order separation logic. The distinguishing feature of Bedrock is its
strong support for automation using a combination of techniques for separation
logic, Ltac tactic programming, and reification. Bedrock has been used among
others to verify multithreaded web applications [68].

• CFML [58] is a framework for verification of OCaml programs in Coq. It con-
tains a frontend that translates OCaml programs into abstract syntax in Coq.
Program specifications are written in a form of higher-order separation logic.
CFML uses a relatively simple model of separation logic and is therefore well-
suited for education [61]. It is used to verify data structures and algorithms,
e.g., a cycle detection algorithm [107], and has been extended with support for
reasoning about time complexity [62]. CFML’s approach has been ported to the
CakeML compiler, and extended with support for exceptions and I/O [108].
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• FCSL [227, 228] is a framework for the verification of concurrent programs
in Coq. It focuses on fine-grained concurrency, i.e., concurrency with low-level
primitives such as compare-and-swap instead of coarse-grained synchronization
mechanisms such as locks. Programs are written in a monadic language embed-
ded in Coq’s dependent type theory. Specifications are given using a combi-
nation of state-transition systems and partial commutative monoids. FCSL has
been used among others to verify an optimal snapshot algorithm [78].

• Iris [120, 122] is a language-independent framework for higher-order fine-
grained concurrent separation logic in Coq. Iris has been used with instan-
tiations based on ML [120], Rust [119], Go [55], C [222], Scala [102], ca-
pability machines [100], distributed systems [134], languages with session
types [112], and languages with relaxed-memory concurrency [72, 123, 162].
Iris supports traditional Hoare-style specifications, as well as specifications for
program refinements [94, 98], logical atomicity [121], time complexity [161],
space bounds [168], crash safety [55], and security properties such as non-
interference [95,106]. In addition, Iris has been used to develop semantics mod-
els of type systems such as Rust [119] and Scala [102].

• Sepref [137] is a refinement framework for the verification of imperative HOL
programs [51] built on top of the Isabelle Refinement Framework [138]. Sepref
uses a simple model of separation logic based on heap predicates and is aimed
at the verification of imperative sequential data structures such as depth-first
search and shortest path algorithms. It provides automation via tactics. Haslbeck
and Lammich produce, via refinement, efficient LLVM code, e.g., for a state-
of-the-art sorting algorithm [111].

• Steelcore [242] is an Iris-inspired concurrent separation logic embedded in the
dependently typed language F*. Steel [93] extends Steelcore with automation
based on tactics and SMT, ans has been used on among others concurrent linked
data structures and a library for 2-party session types.

• VST [17,53] is a framework for the verification of C programs in Coq. The key
component of VST is Verifiable C, a program logic for C based on higher-order
separation logic. Verifiable C is proved sound with respect to the operational
semantics of CompCert’s Clight. Together with the CompCert compiler’s cor-
rectness theorem, VST gives strong end-to-end correctness guarantees about the
assembly code. Among others, VST has been applied to the verification of cryp-
tographic primitives such as SHA [18], HMAC [41, 269], and X25519 [226].
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Reiner Hähnle, Wolfram Menzel, Wojciech Mostowski, and Peter H. Schmitt. The key
system: Integrating object-oriented design and formal methods. In Ralf-Detlef Kutsche and
Herbert Weber, editors, Fundamental Approaches to Software Engineering, 5th
International Conference, FASE 2002, held as Part of the Joint European Conferences on
Theory and Practice of Software, ETAPS 2002, Grenoble, France, April 8-12, 2002,
Proceedings, volume 2306 of Lecture Notes in Computer Science, pages 327–330. Springer,
2002.

7. Guillaume Allais, Robert Atkey, James Chapman, Conor McBride, and James McKinna. A
type and scope safe universe of syntaxes with binding: their semantics and proofs. Proc.
ACM Program. Lang., 2(ICFP):90:1–90:30, 2018.

8. Thorsten Altenkirch. A formalization of the strong normalization proof for system F in
LEGO. In Marc Bezem and Jan Friso Groote, editors, Typed Lambda Calculi and
Applications, International Conference on Typed Lambda Calculi and Applications, TLCA
’93, Utrecht, The Netherlands, March 16-18, 1993, Proceedings, volume 664 of Lecture
Notes in Computer Science, pages 13–28. Springer, 1993.

9. Thorsten Altenkirch and Ambrus Kaposi. Type theory in type theory using quotient
inductive types. In Proceedings of the 43rd Annual ACM SIGPLAN-SIGACT Symposium on
Principles of Programming Languages, POPL 2016, pages 18–29. ACM, 2016.

10. Roberto M. Amadio, Nicholas Ayache, François Bobot, Jaap Boender, Brian Campbell,
Ilias Garnier, Antoine Madet, James McKinna, Dominic P. Mulligan, Mauro Piccolo, Randy
Pollack, Yann Régis-Gianas, Claudio Sacerdoti Coen, Ian Stark, and Paolo Tranquilli.
Certified complexity (cerco). In Ugo Dal Lago and Ricardo Peña, editors, Foundational and
Practical Aspects of Resource Analysis—Third International Workshop, FOPARA 2013,
Bertinoro, Italy, August 29-31, 2013, Revised Selected Papers, volume 8552 of Lecture
Notes in Computer Science, pages 1–18. Springer, 2013.

11. Sidney Amani, Alex Hixon, Zilin Chen, Christine Rizkallah, Peter Chubb, Liam O’Connor,
Joel Beeren, Yutaka Nagashima, Japheth Lim, Thomas Sewell, Joseph Tuong, Gabriele
Keller, Toby C. Murray, Gerwin Klein, and Gernot Heiser. Cogent: Verifying
high-assurance file system implementations. In Tom Conte and Yuanyuan Zhou, editors,
Proceedings of the Twenty-First International Conference on Architectural Support for
Programming Languages and Operating Systems, ASPLOS ’16, Atlanta, GA, USA, April
2-6, 2016, pages 175–188. ACM, 2016.

12. Nada Amin and Tiark Rompf. Type soundness proofs with definitional interpreters. In
Giuseppe Castagna and Andrew D. Gordon, editors, Proceedings of the 44th ACM
SIGPLAN Symposium on Principles of Programming Languages, POPL 2017, Paris,
France, January 18-20, 2017, pages 666–679. ACM, 2017.

13. Abhishek Anand, Andrew W. Appel, Zoe Paraskevopoulou J. Gregory Morrisett, Randy
Pollack, Olivier Savary Bélanger, Matthieu Sozeau, and Matthew Weaver. Certicoq: A
verified compiler for coq, 2017. In CoqPL’17: The Third International Workshop on Coq
for Programming Languages.

14. Abhishek Anand and Vincent Rahli. Towards a formally verified proof assistant. In
Interactive Theorem Proving—5th International Conference, ITP 2014, Held as Part of the
Vienna Summer of Logic, VSL 2014, Vienna, Austria, July 14-17, 2014. Proceedings,
volume 8558 of Lecture Notes in Computer Science, pages 27–44. Springer, 2014.

https://www.absint.com/compcert/


24 Robbert Krebbers et al.

15. Andrew W. Appel. Tactics for separation logic, 2006. Draft,
https://www.cs.princeton.edu/˜appel/papers/septacs.pdf.

16. Andrew W. Appel. Verismall: Verified smallfoot shape analysis. In Jean-Pierre Jouannaud
and Zhong Shao, editors, Certified Programs and Proofs—First International Conference,
CPP 2011, Kenting, Taiwan, December 7-9, 2011. Proceedings, volume 7086 of Lecture
Notes in Computer Science, pages 231–246. Springer, 2011.

17. Andrew W. Appel. Program Logics—for Certified Compilers. Cambridge University Press,
2014.

18. Andrew W. Appel. Verification of a cryptographic primitive: SHA-256. ACM Trans.
Program. Lang. Syst., 37(2):7:1–7:31, 2015.

19. Joshua S. Auerbach, Martin Hirzel, Louis Mandel, Avraham Shinnar, and Jérôme Siméon.
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38. Véronique Benzaken, Evelyne Contejean, Mohammed Houssem Hachmaoui, Chantal
Keller, Louis Mandel, Avraham Shinnar, and Jérôme Siméon. Translating canonical SQL to
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79. Joëlle Despeyroux, Amy P. Felty, and André Hirschowitz. Higher-order abstract syntax in
Coq. In Mariangiola Dezani-Ciancaglini and Gordon D. Plotkin, editors, Typed Lambda
Calculi and Applications, Second International Conference on Typed Lambda Calculi and
Applications, TLCA ’95, Edinburgh, UK, April 10-12, 1995, Proceedings, volume 902 of
Lecture Notes in Computer Science, pages 124–138. Springer, 1995.

80. Robert Dockins, Andrew W. Appel, and Aquinas Hobor. Multimodal separation logic for
reasoning about operational semantics. In Andrej Bauer and Michael W. Mislove, editors,
Proceedings of the 24th Conference on the Mathematical Foundations of Programming
Semantics, MFPS 2008, Philadelphia, PA, USA, May 22-25, 2008, volume 218 of
Electronic Notes in Theoretical Computer Science, pages 5–20. Elsevier, 2008.

81. Derek Dreyer, Georg Neis, Andreas Rossberg, and Lars Birkedal. A relational modal logic
for higher-order stateful adts. In Manuel V. Hermenegildo and Jens Palsberg, editors,
Proceedings of the 37th ACM SIGPLAN-SIGACT Symposium on Principles of Programming
Languages, POPL 2010, Madrid, Spain, January 17-23, 2010, pages 185–198. ACM, 2010.

82. Sophia Drossopoulou and Susan Eisenbach. Java is type safe—probably. In Mehmet Aksit
and Satoshi Matsuoka, editors, ECOOP’97—Object-Oriented Programming, 11th European
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deductive program verification. In Werner Damm and Holger Hermanns, editors, Computer
Aided Verification, 19th International Conference, CAV 2007, Berlin, Germany, July 3-7,
2007, Proceedings, volume 4590 of Lecture Notes in Computer Science, pages 173–177.
Springer, 2007.

91. Robert Floyd. Assigning meaning to programs. In Mathematical Aspects of Computer
Science, number 19 in Proceedings of Symposia in Applied Mathematics, pages 19–32,
1967.

92. Jonathan Ford and Ian A. Mason. Formal foundations of operational semantics. High.
Order Symb. Comput., 16(3):161–202, 2003.

93. Aymeric Fromherz, Aseem Rastogi, Nikhil Swamy, Sydney Gibson, Guido Martı́nez, Denis
Merigoux, and Tahina Ramananandro. Steel: proof-oriented programming in a dependently
typed concurrent separation logic. Proc. ACM Program. Lang., 5(ICFP):1–30, 2021.

94. Dan Frumin, Robbert Krebbers, and Lars Birkedal. Reloc: A mechanised relational logic
for fine-grained concurrency. In Anuj Dawar and Erich Grädel, editors, Proceedings of the
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